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ABSTRACT

Consider a multi-hop wireless network in which devices act as
anonymizing routers. Even if devices anonymize their link trans-
missions, an adversary may still be able to infer key information
by observing the traffic patterns in the network. In this work, we
quantify what impacts how well a Kalman-filter based adversary
can infer unlinkability, that is, the probability that different pairs
of devices are communicating, from anonymized link transmis-
sions. We assume that devices do not reorder packets to mix traffic
and thereby increase unlinkability. Instead, we show that traffic
mixing is still possible due to the use of multi-hop routing and
broadcast transmissions, with the amount of mixing dependent on
the network characteristics. In simulation, we find that i) for unicast
links, as network connectivity increases, unlinkability decreases,
while for broadcast links as connectivity increases unlinkability
increases, ii) link dynamics increase unlinkability in poorly con-
nected topologies, iii) well-connected topologies achieve the same
level of unlinkability with fewer transmissions per packet delivered,
and (iv) a lattice topology has consistently good unlinkability in
different scenarios.
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1 INTRODUCTION

Rather than relying on fixed infrastructure like Internet routers
or cell towers to relay traffic, in a multi-hop wireless network
devices relay traffic for each other in a peer-to-peer fashion. Lack of
infrastructure not only makes multi-hop wireless networks easier
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to deploy, it also increases privacy. For instance, devices can avoid
communication over infrastructure that may be monitored [28,
38], and users can better control the distribution of their data by
ensuring that any collected data is stored locally.

Consider then a multi-hop wireless network in which devices
act as anonymizing routers. Even if devices anonymize their link
transmissions an adversary may still be able to infer important
information by observing the traffic patterns in the network, such
as which pairs of devices are communicating. This is problematic
since in many multi-hop wireless networks, different devices have
different roles (e.g., sources vs. sinks in a sensor network) and some
devices are more critical to network functionality (e.g., a military
commander) than others. If an adversary can identify such devices
it can prevent important information from reaching its destination.

Given this network scenario, our goal is to quantify what im-
pacts how well an adversary can infer unlinkability [29], that is,
the probability that different pairs of devices are communicating
(see Sec. 2.1), given the anonymized link transmissions. We assume
that the devices in the multi-hop wireless networks we consider
do not mix (i.e., reorder) traffic, unlike a mix network [4]. Instead,
we hypothesize that traffic mixing is still possible due to the use of
multi-hop routing and broadcast transmissions (see Fig. 1 and Sec.
2.2). The amount of traffic mixing that is possible should depend on
the flows present, the network connectivity, the link dynamics, and
the routing strategy. It is these network characteristics whose in-
fluence on traffic mixing and thus unlinkability that we investigate
in this work.

To quantify unlikability, we assume a global adversary that pas-
sively eavesdrops on the anonymized packet transmissions on each
link. The adversary uses these transmissions to compute a probabil-
ity distribution over the possible communicating pairs of devices.
We formulate the adversary as a Kalman filter to compute this dis-
tribution and derive an unlinkability metric. We then introduce
the idea of anonymization efficiency to quantify the efficiency of
unlinkable communication in different network scenarios.

In simulation, we confirm that traffic mixing does occur even
when devices themselves do not mix traffic. We show that i) for
unicast links, as network connectivity increases, unlinkability de-
creases, while for broadcast links as connectivity increases unlink-
ability increases, ii) link dynamics increase unlinkability in poorly
connected topologies, iii) well-connected topologies achieve the
same level of unlinkability with fewer transmissions per packet
delivered, and (iv) a lattice topology has consistently good unlinka-
bility in different scenarios.

The rest of this paper is structured as follows. In Sec. 2, we ex-
plain how traffic mixing can happen in multi-hop wireless networks.
In Sec. 3 we review related work. In Sec. 4, we describe our Kalman
filter adversary. In Sec. 5, we show how we use our Kalman filter
adversary to derive an unlinkability metric and propose the idea
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(a) Internet routing and flow interleaving. On the In- (b) Multi-hop routing and flow interleaving. In a (c) Multi-hop routing and packet interleaving. Only
ternet, devices are only either end-hosts or routers, and multi-hop wireless network, devices are both end-hosts ~ with multi-hop routing, will packet interleaving happen
only end-hosts are sources or destinations of traffic. Flows and routers, and so any device may be the source or desti- at a device. For instance, Device B is both a source of
from different end-hosts may cross at a router, but incom- nation of traffic as well as a router. Like on the Internet, packets (for Source 2) and forwarder of packets (for Source
ing and outgoing traffic at the router match. E.g., traffic flows from different devices may cross at a device oper- 1). Consequently, the incoming packets at Device B are
from Source 1 and Source 2 cross at Router R1, but the ating as a router. E.g., traffic from Source 1 and Source 2  different than the outgoing packets, due to interleaving of

incoming and outgoing traffic at R1 is the same. cross at Device B.

Source 1 and Source 2 packets.

Figure 1: Illustration of how multi-hop routing supports packet mixing. A flow is a set of packets sent from a source to a
destination over a sequence of links (i.e., path). Two-way communication requires two flows, one in each direction.

of anonymization efficiency. In Sec. 6, we evaluate our unlinka-
bility metric in simulation. Finally, in Sec. 7, we summarize our
contributions.

2 BACKGROUND
2.1 Computing Unlinkability

In this work, we focus on multi-hop wireless networks in which
devices act as anonymizing routers. To anonymize transmissions,
devices re-encrypt [13] packets at the network layer, and set link
layer addresses in such a way as to hide the intended next hop of
a packet yet still allow this hop to process the packet. We assume
devices do not mix traffic, but, as we shall see in Sec. 2.2 and quantify
in this paper, traffic mixing can still happen.

In the anonymity literature, the adversary’s goal is to compute
the unlinkability of a packet’s source with its destination [29].
Unlinkability is also known as relationship or source-destination
anonymity. To enable unlinkable communication, Chaum [4] pro-
posed mix nodes that re-order and re-encrypt the messages passing
through them to hide the message paths, and the idea of onion
routing used in Tor [11], where messages are encrypted multiple
times, each layer of encryption corresponding to the next hop to
which the message is to be forwarded. In mix networks, mixing of
messages at nodes is done to decorrelate input traffic from output
traffic. When mixing is not done (e.g., as in Tor to reduce user la-
tency), timing attacks can potentially be used [19, 42] to accurately
correlate a message’s source with its destination.

In the network tomography literature, the problem of traffic ma-
trix inference [22, 35, 40] is similar to that of unlinkability but does
not consider explicit obfuscation of traffic patterns. Additionally,
such inference usually considers aggregated traffic, and assumes
it is possible to periodically obtain the true traffic matrix at some
cost, which is useful for training an inference algorithm.

In this work, we assume a global adversary uses the packet trans-
missions it passively observes over links to compute a probability
distribution, i.e., the flow distribution, over the possible flows, see
Fig. 1. Because this adversary cannot parse any packet header or
payload data it does not know which flows are present. Assuming
a passive adversary actually makes our problem harder, not easier,
since our goal is to be the adversary and compute unlinkability,
rather than to design mechanisms to increase unlinkability.

2.2 'What impacts traffic mixing?

We assume that the devices in the multi-hop wireless networks
we consider do not mix traffic. For instance, if traffic is rare or
high delays are problematic, it may be infeasible for devices to wait
for sufficient packets in their queues so that the packets can be
reordered. Instead, we conjecture that traffic mixing is still possible
due to the network features below. Our focus in this work is specif-
ically on the impact of multi-hop routing, broadcast transmissions,
network connectivity, and link dynamics on traffic mixing.

2.2.1  Multi-hop routing. Due to multi-hop routing, every device
may be the source or destination of a flow, and hence packet, even
though that device may also forward packets on flows to or from
other devices. Thus, not every packet entering a device will leave
it, and every packet leaving a device may or may not have been
sourced by the device. We call this packet interleaving, see Fig. 1(c).
Because of packet interleaving, the adversary must consider all
possible devices along a path as possible sources and destinations
of traffic. Flow interleaving, when two flows cross at a device, see
Fig. 1(b), increases packet interleaving.

2.2.2  Wireless links. The MAC protocol used to access a wireless
link typically has a component introducing random delays. Because
wireless transmissions interfere, a device may attempt (typically up
to 7) re-transmissions of the same packet at random backof times,
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interleaved with transmissions from other devices, to cope with
collisions. Thus, the dwelling time of packets at devices is variable.

2.2.3  Broadcast transmissions. Wireless transmissions may be uni-
cast (unidirectional) or broadcast (omnidirectional). When a wire-
less device transmits a packet using a broadcast transmission, all
devices within range receive the transmission, not just the intended
recipient. A receiving device then determines whether it is the in-
tended recipient by checking the packet destination address. Thus,
to an outside observer, which neighbor device is the intended recip-
ient may be unclear, assuming no control traffic such as acknowl-
edgements are sent upon receipt.

2.2.4  Network connectivity. Well-connected topologies should sup-
port higher traffic mixing and thus unlinkability. In our simulations
in Sec. 6, we measure network connectivity using algebraic connec-
tivity, Az, which is defined as the second-smallest eigenvalue of the
normalized Laplacian matrix of a graph [6]. The larger the value of
Az, the more well-connected is the graph.

2.25 Link dynamics. Due to wireless interference, fading, or mo-
bility the network connectivity may change, and consequently, the
pattern of wireless transmissions observed by an adversary may
change, even if the underlying set of flows stays the same.

2.2.6 Multiple packet copies. Flow correlation attacks typically
assume a single copy of a packet. To cope with link dynamics,
a multi-hop routing strategy may transmit multiple copies of a
packet.

3 RELATED WORK

Existing unlinkability metrics [12, 15, 18, 25, 26, 34] are not suitable
for our work, as they do not give a straightforward way to compute
unlinkability for arbitrary network scenarios or consider multi-hop
routing or link dynamics. Other works have designed protocols for
unlinkable [1, 2, 14, 31] and anonymous [3, 8, 17, 26, 33] communi-
cation for multi-hop wireless networks, but do not give us a way
to compute unlinkability. This motivates our derivation of a new
metric in Sections 4 and 5 based on a Kalman filter adversary.

Works [20, 30] on inferring unlinkability for anonymous wireless
and mobile ad hoc networks correlate and aggregate link layer
frames into traffic matrices over time. In comparison, we focus on
performing inference at the network layer and build a statistical
model that explicitly incorporates adversary knowledge and lets us
quantify unlinkability in many different network scenarios.

Work [37] similar in spirit to ours but in mix networks builds a
probabilistic model to infer unlinkability using user selected mix
path lengths and mixing strategies to compute the model probabili-
ties. Due to computational constraints they focus on smaller static
networks and consider up to 10 mixes. In comparison, our Kalman
filter model allows us to more directly incorporate different multi-
hop routing strategies, as well as consider the impact of different
network characteristics, including link dynamics. While we are also
affected by compuational constraints, we look at networks with up
to 25 devices.

In our work, we use a biased random walk routing strategy to
limit control overhead and handle topology changes, see Sec. 4.1.4.
This strategy lets us further quantify the benefits of anonymous
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broadcast [36] on unlinkability, and the additional impact of multi-
hop routing. Other works [8, 23, 24] on anonymous communication
have also considered a random walk routing strategy, but here our
focus is not to design a new anonymous routing strategy, but to
understand how routing randomness impacts unlinkability.

In comparison to works on traffic matrix inference [22, 35, 40],
not only do we consider traffic obfuscation and multi-hop routing,
we also focus on inferring individual flows in multi-hop wireless
networks with potentially dynamic topologies. While our model
has similarities with the Kalman filter based approach of [35], those
authors operate under the assumption that their model can be
initialized using the true traffic matrix and instead their goal is to
track how traffic in this traffic matrix changes over time.

Works examining the impact of network topology in the context
of anonymity primarily focus on identifying which mix topolo-
gies are more vulnerable to attack or enable faster mixing [7, 9, 11,
23, 27] or the interplay of mix connectivity with dummy packets
for padding [9]. Of particular interest to us are works identifying
well-connected topologies like expander graphs [7, 27], and scale-
free and small-world topologies [27] as being mix topologies that
support efficient mixing in terms of message path lengths. Here,
however, our focus is to understand not just the impact of con-
nectivity on unlinkability but also the impact of other network
characteristics.

Recent mix network implementations [38] ensure unlinkability
even when both the entry and exit nodes are controlled by an
adversary, unlike Tor [11]. Other work on mix networks [39] looks
at adding noise to protect against traffic analysis. Mix networks as
well as the Tor onion routing overlay are typically constructed using
end-hosts, which can be both sources and destinations of traffic
as well as traffic relays, but these implementations still rely on the
Internet to route traffic between relays. When Tor onion routing is
implemented at the network layer [5] and mixes are instead high-
speed routers, the mix network comprises only routers. Our model
could thus be viewed as a multi-hop wireless network in which
every device is both a wireless Tor node operating at the network
layer and a possible source or destination of traffic. In our scenarios,
though, not only can the number of relays be much larger than the
three used in Tor, the next relay to use can change depending on
network dynamics and multi-hop routing, while broadcast wireless
transmissions further protect against traffic analysis.

4 KALMAN FILTERS FOR FLOW INFERENCE

We now overview how we use a Kalman filter [16, 41] to obtain the
flow distribution. Computing the flow distribution is generally a
computationally intensive task. The primary reason why we use a
Kalman filter to model our states and observations with continuous
rather than discrete random variables (like in a hidden Markov
model) is to make our computations more efficient. Our goal, how-
ever, is not to propose Kalman filters as a real-time adversary for
flow inference, but instead make meaningful comparisons of the
unlinkability of different network scenarios.

4.1 Kalman Filter

Kalman filters originated in the target tracking literature and as-
sume the true location (state) of a tracked object is unobservable
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(hidden) and modeleded as a Gaussian random variable. Noisy ob-
servations of the true state are assumed to be available and are also
modeled as a Gaussian random variable. The Kalman filter update
equations are thus given as follows.

Xir1 = AxXp +wy (1)
y: = BXt + vy (2)

Let the initial state be xg ~ N[y, 2]. Then X441 is a linear function
of the state x; plus some Gaussian noise w; ~ N[0, Q]. The obser-
vations y; are similarly a linear function of the state x; plus some
Gaussian noise vy ~ N[0, R]. The transition matrix A transforms
the current state x; to the next state x;+1. The observation matrix
B transforms the current state x; to the current observation, y;.
When the assumptions of linearity and Gaussian noise are true, the
Kalman filter is an optimal estimator of the state.

In the rest of this section we describe how we set-up a Kalman
filter to solve the flow inference problem.

4.1.1 States x¢, Xy and Covariances X, Q. We model a multi-hop
wireless network as a graph, G = (V,E), where N = |V] is the
number of devices and E is the set of links. In a network with N
devices, there are at most N2 possible flows including those whose
source and destination are the same device. Since which flows are
present is unknown, we model all possible flows. We include the
possibility of self-flows as this gives more flexibility to the model
estimation: for instance, self-flows could correspond to cover traffic
or to devices holding onto packets for extended periods of time.

We define the state x; to be a vector of length 2N?. The first N?
states represent the total traffic on each of the N? possible flows up
to time ¢. The next N? states represent the traffic arrivals on each
flow. While it would be natural to have the state additionally model
the total traffic at each device for each flow at each timestep, we do
not do this since it makes inference intractable as the state space
size increases to 2N from 2N?.

We set each entry of the initial state vector, y, to 1/2N 2 We set
the 2N2 x 2N? initial covariance matrix, ¥, to the identity matrix
times 0.1. We set the 2N x 2N covariance matrix, Q, to the identity
matrix.

4.1.2  Observations y; and Covariance R. In a network with N
devices, there are at most N2 possible links including self-links.
While we assume which links are present in the network is known,
which links exist or have traffic on them may change over time,
and so we must model all links. We include self-links as these could
model cover transmissions or delaying of transmissions.

We define the observations y; to be a vector of length N repre-
senting for each link, the total traffic transmitted up to time ¢t. We
consider both unicast and broadcast wireless links. For broadcast
links, we assume all unicast links incident to a device are activated
during packet transmission, and so all dimensions of y; correspond-
ing to those links will have traffic on them. We set the N? x N2
observation covariance matrix, R, to the identity matrix.

4.1.3 Transition Matrix, A. The transition matrix A is of size 2N? X
2N? and maps states from one timestep to the next. We assume
traffic from one flow never switches to another flow, and that traffic
currently on a flow accumulates over time. We set the entries of A
as follow, where src(i) indicates the source device for flow i and
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dst (i) indicates the destination device for flow i.
1 ifi=j
Ajj = 1 if j = N2 +iand src(i) # dst(i) (3)

0, otherwise

The first N? elements in x; keep track of the total traffic on each
flow, while the next N% elements in x; keep track of the new traffic
arrivals on each flow. Intuitively, when x; is multiplied with A,
the result is the following. The total traffic on each flow in x; is
multiplied with the diagonal elements of A while the new traffic on
each flow is multiplied with the elements above the main diagonal
of A. The results are then summed together, giving the new total
traffic on each flow.

4.1.4 Observation Matrix, B. The matrix B is of size N% x 2N2,
where rows are the total traffic sent over each link and columns are
the total traffic and arrivals in each flow. We set the entries of B
directly given assumptions about (1) the multi-hop routing strategy
in use and (2) the network connectivity.

In our simulations in Sec. 6, we use a ¢-randomized routing strat-
egy that forwards packets to the next device on the shortest path (or
stays at the current device) with probability ¢ and forwards packets
to a random neighbor device with probability 1 — ¢. A packet’s
path terminates once it reaches its destination. Setting ¢ = 1 gives
shortest path routing and lets us quantify how much unlinkability
exists even when devices do not themselves mix traffic. Setting
¢ = 0 gives a random walk and lets us quantify the unlinkability
gained due to randomness in the routing strategy. Essentially the
time to deliver a packet is the first passage time from the source
to destination for a random walk parameterized by ¢. If the packet
reaches its destination before mixing has occurred, then unlinka-
bility will not be maximized. If the packet reaches its destination
after mixing has occurred, then unlinkability will be maximized
but possibly using more transmissions than necessary.

When setting the entries of B, however, the adversary assumes
only shortest path routing is used and has no knowledge of ¢. The
adversary does, however, know the true network topology. Let
src(j) be the source device of flow j and let dst(j) be the destination
device. Let snd(i) be the sending device on link i and let rcov(i) be
the receiving device. Nbr(k) indicates the set of neighbor devices
for device k and R{src : dst} indicates the set of devices comprising
the shortest route between a source device, src, and destination
device, dst. We then set the entries of B as follows.

1, if snd(i) # dst(j), rco(i) € Nbr(snd(i)),
and rco(i) € R{src(j) : dst(j)} 4)

0, otherwise

Bjj =

Intuitively, for each possible sending device snd(i), B gives the
next hop receiving device rcv(i) for packets on flow j.

4.2 Flow Inference

The Kalman filter lets us compute the maximum likelihood es-
timates of the flow state given the observed link transmissions,
assuming the linear Gaussian assumptions hold.

Given a Kalman filter with its parameters set for a network
scenario and a sequence of observations y;.7, we can recursively
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compute the probability distribution P(x;|y1:;). This distribution
remains Gaussian and the computation remains tractable even with
many observations. Let i be the mean of this distribution and let
1F be the vector containing the first N2 values of jiF, corresponding
to the estimates of the total traffic on the N2 possible flows. We use
UF to derive a probability distribution over flows, PF.

We perform one post-processing step: any entries in yf that are
negative are set to zero, since negative amounts of traffic on a flow
are not feasible. We conjecture several reasons for the presence of
negative entries. First, from inspecting the values of y, negative
entries seem to arise in part for flows that don’t exist but that are
sub-flows of flows that do exist, and so may capture the removal
of traffic at one device and the transfer to another device. Second,
our problem formulation is unlikely to strictly satisfy the linear,
Gaussian assumptions of the Kalman filter and so negative entries
may be a consequence of numerical approximations.

We compute the flow distribution Pr as follows, where pf (i) is
the total traffic on flow i and Pp(i) is the probability that the ith
flow had traffic.

() = D %)
2 j=1 HF )]

As the network size increases, the probability mass is more finely
dispersed over the possible states. We thus renormalize Pr focus-
ing on the most likely states. To identify these states, we sort the
probabilities and find the value, ming, at index 2F in the sorted list,
where F is the actual number of flows in the network. We set all
probabilities less than minf to zero and renormalize Pr. Knowing
F is strictly not necessary and any cutoff point could be used.

5 OQUANTIFYING UNLINKABILITY

Regardless of the adversary model, computing unlinkability for a
given network scenario is computationally hard, given the large
space of possibilities and limited adversary information. Conse-
quently, some kind of probabilistic model is necessary. Here, we
describe a new metric based on our Kalman filter adversary.

5.1 Unlinkability Metric

We derive an unlinkability metric, U, by computing the total varia-
tion distance between the flow distribution Pr and the true distri-
bution, Pr. Total variation distance has range [0, 1] and so U also
has range [0, 1]. We use total variation distance rather than the
Kullback-Liebler (KL) divergence, because the KL-divergence is not
a true metric (e.g., the distance from Pg to Pt could be different
than the distance from Pr to Pf), and our goal is a metric we can
use to compare unlinkability in many different network scenarios.

1N2
U o= E;WFU)—PTW ©)

We obtain a bound on the maximum unlinkability, Up,qx, by
computing U when Pf is set to the uniform random distribution,
but excluding those flows for which the source and destination are
the same device. While we considered self-flows in the Kalman filter
computation, we do not consider them here since we are interested
only in how many “real” flows are correctly inferred. Up,qx can
be viewed as a bound on the worst performance of an intelligent
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adversary, but not the absolute maximum unlinkability achievable,
which would be achieved when all probability weight is put on
flows that are not present. In our experiments, the Uy, 4x values are
typically in the range of 0.9 to 1. Because Upgx can be less than
one, for clarity, we show the normalized unlinkability in our results
computed as follows.

U
Unorm = (7)

Umax

If Unorm > 1, this indicates that the adversary’s flow inference is
worse than uniformly random guessing.

Our use of normalization here is to provide a bound on the perfor-
mance of our adversary and give additional insight when comparing
the adversary’s performance in different network scenarios. In prac-
tice, normalizing the unlinkability by the performance of a uniform
random adversary may not always be useful, and a more intelligent
adversary could be used. For instance, if there are few flows in the
network, then the adversary’s random guessing could be restricted
to consider only those nodes that forward any traffic for any flow.

5.2 Anonymization Efficiency

A network’s characteristics impact both unlinkability and the to-
tal link transmissions used to deliver traffic. For instance, while
additional transmissions from using a longer path to route traffic
from source to destination increases unlinkability, it requires using
network capacity above what is minimally required to deliver the
traffic over the shortest path. Alternatively, while having every de-
vice retransmit every packet over a broadcast link would maximize
unlinkability, it would also be inefficient.

We would thus like to quantify the gains in unlinkability at the
cost of transmissions. To do this, we introduce a metric we call
anonymization efficiency, E, computed as follows, where Dy is the
total packets transmitted and D, is the total packets delivered.

E = Unorm ®)
Dtx/de

When computing E in our simulations, we assume infinite capac-
ities on links and infinite queues at devices. We focus solely on data
traffic since the amount of control traffic generated by a routing
strategy is strategy specific and a variable and hard to optimize con-
straint. Instead, we assume that there is no control traffic present,
neither to set up routes nor any acknowledgements that might be
sent in response to received data packets. It is true that knowledge
of control traffic should increase an adversary’s ability to accurately
estimate the flow distribution and consequently decrease unlinka-
bility. However, our interest in this work is not purely the absolute
value of unlinkability or anonymization efficiency, but how they
change in different network scenarios.

6 EVALUATION

Our simulations are done in R and run using the MIT SuperCloud
and Lincoln Laboratory Supercomputing Center [32]. We use the
FKF (Fast Kalman Filter) package [21] as our Kalman filter im-
plementation. We next describe our simulation set-up and then
overview our simulation results.
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Figure 2: Network topologies used in simulations.

6.1 Simulation Setup

6.1.1  Network topology. We assume the adversary knows the net-
work topology and whether unicast or broadcast links are present.
As shown in Fig. 2, we consider four network topologies, with
N = 25: (1) line, (2) 4-degree lattice, (3) geometric random graph,
and (4) complete graph. To generate a geometric random graph,
points are randomly placed in a unit square. Then any points within
a given transmission radius are connected; we use relatively large
radii of 0.6 and 0.85 to ensure a connected graph.

6.1.2  Link dynamics. We consider scenarios where devices are sta-
tionary but the links present may change. We use a 2-state Markov
model for the link dynamics: links are i.i.d. and stay up from one
timestep to the next with probability p and stay down with prob-
ability g. We initialize the up or down state of each possible link
according to the steady-state distribution of the Markov model,
7 =(1-q)/(2-p—q). On each timestep, we then update the state
of each link according to the model.

For both unicast and broadcast links, if a link that was present
disappears, no packets can be sent over that link. Since we model
a broadcast link as comprising a set of unicast links, we assume
the adversary can tell when any of the individual unicast links
disappears. We assume, however, that the adversary does not know
the probabilities with which links change state.

6.1.3  Routing Strategy. We use the ¢ randomized multi-hop rout-
ing strategy that we introduced in Sec. 4.1.4. The adversary knows
that a shortest path-based routing strategy is being used but does
not know the value of ¢. If an estimate of ¢ were known to the
adversary, this could be accounted for by changing how B is set.
Note that the link dynamics do not change the shortest paths in
the network and so do not affect B. This is because links are i.i.d
and which links will be up or down over time cannot be predicted.

6.1.4 Medium Access Control. We assume discrete time and that
the duration of a timestep is long enough for every device in the
network to transmit one packet.

6.1.5 Traffic. We randomly choose F flows with replacement and
simulate the flows for T timesteps. We assume no control traffic
is generated. We model the number of data packets that arrive on
each flow according to a Poisson process with rate A = 0.5. The
adversary does not know the number of flows present nor which
subsets of devices comprise sources or destinations of flows. If such
information were known, it could be used to set the initial state.
While the traffic generated on each flow is random, the rate of traffic
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Figure 3: Examples of true (Pr) vs. inferred (Pr) flow distri-
butions in line and lattice topologies for N = 9. Results are
for static (p = 1 and ¢ = 0) unicast links, ¢ = 1, A = 0.5, and
T = 200. The y-axes indicate the 9 possible source devices
and the x-axes indicate the 9 possible destination devices.
The value at a square (x,y) represents the (inferred) propor-
tion of total network traffic sent from source y to destina-
tion x. In these plots, traffic comprises 2 flows: from source
1 to destination 4, and from source 5 to destination 9. Using
these distributions and Eq. 7, we get Uporm = 0.526 for the
line topology, and Uy orm = 0.477 for the lattice topology.

is the same for all flows. This scenario should be more difficult for
the adversary than one with heterogeneous traffic arrivals.

6.2 What impacts unlinkability?

Fig. 3 gives simulation examples of true and inferred flow distribu-
tions and the associated Uy, orm values to provide intuition about
how we compute unlinkability. Figs. 4 and 5 give simulation results
of how unlinkability changes for different network scenarios.

6.2.1 Impact of number of flows. Figs. 4 and 5 plot unlinkability as
a function of algebraic connectivity, A2. Each simulation is executed
for T = 200 timesteps. For each topology, we run 100 simulations,
choosing different sets of F flows randomly with replacement. We
show 95% confidence intervals, with the points colored according to
the associated network topology. Different lines indicate different
settings for the probability that links stay up, p, or down, q.

In Fig. 4, for unicast links and no link dynamics (i.e., the solid
line where p = 1,q = 0), we see that for a given value of routing
randomness ¢, as the number of flows, F, increases, unlinkability
increases. This is because having more flows provides more oppor-
tunities for flows to cross paths. In Fig. 5, for broadcast links, we
see similar behaviour.

It is important to note that, for F = 1, unicast links, and ¢ = 1
in the line topology, unlinkability is not 0, even though no explicit
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Figure 4: Network scenarios with unicast links. Plots show unlinkability, U,,orm, and anonymization efficiency, E, as a function

of algebraic connectivity, 1, for N = 25.

attempt is made to increase traffic mixing. This is due to multi-hop
routing: the adversary must consider that the possible intermediate
hops on the path between a potential source and destination might
themselves be potential sources and destinations. With unicast
links, unlinkability is greater than zero as long as there are shortest
paths in the topology that are more than 1 hop long. In the case of
the complete graph, the unlinkability is 0 because all shortest paths
are only 1 hop long, so there are no potential intermediate sources
and destinations, and so no mixing.

6.2.2 Impact of routing randomness. In Figs. 4 and 5, as routing
randomness increases (that is, ¢ decreases from 1 to 0), unlinka-
bility generally increases, regardless of the number of flows, link
type, or topology. This is in part because all possible sub-paths

along a path must be considered as potential flows due to multi-hop
routing. For instance, with increased routing randomness, it takes
longer for any packet to reach its destination, since the packet must
pass through more intermediate devices that must be considered
potential sources and destinations. Regardless of link type, depend-
ing on the number of flows and network topology, less routing
randomness is needed to achieve the same level of unlinkability.

6.2.3 Impact of link type. Comparing Figs. 4 and 5 shows that
unicast scenarios generally have lower unlinkability than broadcast
scenarios. For ¢ = 0, i.e., maximum routing randomness, there is
little difference in unlinkability between unicast vs. broadcast links.

However, for each link type there is a split based on network
connectivity. For lower connectivity topologies like the line and
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Figure 5: Network scenarios with broadcast link. Plots show unlinkability, Uy, orm, and anonymization efficiency, E, as a function

of algebraic connectivity, 1, for N = 25.

lattice, regardless of whether unicast or broadcast links are used,
high unlinkability is possible only when there are many randomly
chosen flows or routing is via a highly random walk. For high con-
nectivity topologies like the geometric random graph or complete
graph, high unlinkability is only possible when either broadcast
links are used or routing is via a highly random walk.

Thus, broadcast transmissions are primarily beneficial when the
topology is well-connected. If the topology is not well-connected
then broadcast is not sufficient by itself: instead, many randomly
chosen flows or very random walks are needed. While other work
has shown the power of broadcast transmissions [36], here we see
with multi-hop routing that the benefits of broadcast are dependent
on additional characteristics of the network scenario.

6.2.4 Impact of network topology. In Fig. 4, for unicast links and
no link dynamics (i.e., p = 1,q = 0), as algebraic connectivity, A3
increases, unlinkability generally decreases except when ¢ = 0. This
is because when connectivity is higher, paths are shorter, and so
there are fewer devices potentially involved in flows, and so there
are fewer possible flows to consider which lowers unlinkability.
When connectivity is lower, so paths are longer, there are more
devices potentially involved in flows which means there are more
flows to consider which increases unlinkability. Note that for the
random topologies, the mean A is plotted, since each simulation is
for a different randomly generated topology.

Conversely, in Fig. 5, for broadcast links and no link dynamics, as
Az increases, unlinkability increases except when ¢ = 0 or F = 20.
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Now, each broadcast increases the number of devices that receive
a transmission, thus increasing the number of possible flows that
must be considered. For networks with higher connectivity, each
broadcast reaches more devices, increasing unlinkability. For net-
works with lower connectivity, even though each broadcast reaches
fewer devices, flows must use longer paths, which means more
devices are still reachable and must be considered in possible flows.

6.2.5 Impact of link dynamics. The dotted and dashed lines in Figs.
4 and 5 are for scenarios when links are dynamically changing. In
Fig. 4, unicast link dynamics result in higher unlinkability but only
when connectivity is low. Essentially, when the network is sparsely
connected, unicast link dynamics may prevent a device from making
a transmission, and as a result, can change the probabilities that
packets are destined to that device or its neighbors.

Conversely, in Fig. 5, broadcast link dynamics result in higher
unlinkability when connectivity is low and lower unlinkability
when connectivity is high. Essentially, when a given device makes
repeated broadcast transmissions over time, if different subsets of
the component unicast links to the device’s neighbors are down due
to link dynamics, then this can give information about which neigh-
bor a transmission is intended for. When the network is sparsely
connected, the broadcast scenario is similar to the unicast scenario,
with link dynamics potentially preventing a device from making
any transmission.

6.2.6 Anonymization efficiency. The last columns of Figs. 4 and 5
plot anonymization efficiency as a function of algebraic connec-
tivity, A2, for unicast and broadcast links respectively. We show
only the anonymization efficiency results for F = 20 since the
F = 1and F = 5 results are very similar. In Fig. 4 for unicast
links, anonymization efficiency is highest for the lattice and ran-
dom graph topologies, except when ¢ = 0. The lattice, however,
achieves significantly higher unlinkability. We conjecture that in
terms of efficiency, the lattice best trades-off having paths that are
not too short so that intermediate hops must be considered as po-
tential sources and destinations, with having paths that are not too
long and thereby incurring too many transmissions. In Fig. 5 for
broadcast links, anonymization efficiency increases as A, increases,
unless ¢ = 0. Generally, anonymization efficiency is higher for
broadcast links than unicast links, except when ¢ = 0.

6.3 Discussion

Our results confirm that traffic mixing is possible from multi-hop
routing even when devices themselves do not reorder traffic. Our
results also give insight into how best to control the network struc-
ture on which unlinkable communication protocols might run. That
is, depending on the network characteristics, it may not always be
necessary to delay and mix traffic at devices in order to increase
unlinkability.

In our simulations, we observe that the lattice topology most
consistently supports high unlinkability (with Uporm never less
than about 0.6) regardless of link type, routing randomness, number
of flows, or link dynamics. This suggets that when it is possible to
control network connectivity, a lattice is a good target topology
when other network conditions are unknown.
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We did, however, observe significant differences between uni-
cast and broadcast links. Sparsely connected topologies improved
unlinkability in unicast scenarios but degraded unlinkability in
broadcast scenarios. This suggests that depending on the link type,
controlling the topology to be more or less sparse is beneficial. Be-
cause link dynamics improved unlinkability in sparsely connected
topologies for both unicast and broadcast scenarios, this suggests
that artificial link dynamics could be beneficial. Delay tolerant net-
works which have broadcast links that are mostly down (large q
and small p link dynamics) should have good unlinkability.

Routing randomization was also shown to be consistently helpful
at increasing unlinkability. In practice for scenarios with low un-
linkability, rather than routing all flows by (mostly) random walks
there may be benefits to a more fine-grained approach. For instance,
when there are few flows, routing can be done by a random walk. As
the number of flows increases, only a subset of flows need be routed
randomly. An alternative approach would be to add an additional
set of cover traffic flows to the network that are long-lived and
routed randomly, with the number of cover traffic flows changing
as some function of the number of real flows in the network.

6.4 Scalability

We chose to model states and observations as multivariate Gaussian
random variables to reduce the number of dimensions. The Kalman
filter implementation we use, FKF [21], was chosen for its ability
to work with large state spaces. The programming language R,
however, itself has a maximum vector length and array dimension
limit of 23! — 1. Experimentally, we have found that the largest
networks for which we have been able to construct a Kalman filter
and simulate before hitting this limit have been for N = 64 devices.
For N = 64, the A matrix is of size 8192 X 8192 and cannot be
represented sparsely due to the Kalman filter computations. Since
we require 18, 000 simulations to obtain the data to make our plots
(from 5 topologies times 3 values of ¢ times 3 values of F times 4 sets
of p and q values times 100 simulations for statistical significance).
Thus, due to the memory and simulation time required to run
simulations with larger N values, even using cloud resources, the
largest N value that we simulate in this work is N = 25.

Our goal, however, is not an algorithm to run in real-time for
large networks, but instead to quantify what impacts unlinkability
in multi-hop wireless networks which are typically smaller in size.
While we consider small networks, they still give insight, such as
how to prevent poor unlinkability subnetworks in large networks.

7 CONCLUSIONS

In this work, we have quantified the unlinkability achievable when
traffic mixing is due to multi-hop routing and broadcast trans-
missions, rather than mixing at individual devices. To do this, we
formulated a Kalman filter adversary who passively observes all
packet transmissions that occur in a multi-hop wireless network in
which devices also act as anonymizing routers. The adversary uses
these transmissions to compute a probability distribution over the
possible flows present in the network. From this flow distribution
we derived an unlinkability metric that we analyzed in simulation.
We showed that i) for unicast links, as network connectivity in-
creases, unlinkability decreases since less traffic mixing is possible,
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while for broadcast links as connectivity increases unlinkability
increases, ii) link dynamics increase unlinkability in poorly con-
nected topologies regardless of link type, iii) more well-connected
topologies are able to achieve the same level of unlinkability with
fewer transmissions per packet delivered, and iv) a lattice topology
has consistently good unlinkability in different network scenarios.

In future work, we would like to scale our simulations by either
approximating the Kalman filter state space or using approximate
inference methods. The applicability of non-linear Kalman filters
as well as particle filters would also merit investigation. We would
also like to explore the impact of more realistic physical and link
layers as well as mobility models, which would enable analysis and
infrence of performance metrics like throughput and delay. Finally,
we would like to consider adversaries that may only have partial in-
formation about the network topology, as well as active adversaries
able to intelligently jam transmissions to decrease unlinkability. Our
long-term goal is to devise unlinkable communication protocols
using our insights.
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